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LTE NETWORK
AIR INTERFACE ANALYSIS

> Full-band LTE decoding (450 MHz — 2.7 GHz, FDD/TDD)
> Analyze the air interface using downlink metrics
> Extract MCC, MNC, PCI, EARFCN, TAC, eNB, CID, sector, antenna ports

The LTE environment is no longer transparent

Modern LTE environments have become highly dynamic, dense, and difficult to interpret.

Multiple operators, overlapping cells, and simultaneous transmissions across multiple channels and
frequency ranges — from 450 MHz to 2.7 GHz — create a situation where conventional spectrum
observation alone is no longer sufficient. Temporary infrastructure, tactical deployments, and rapidly
changing radio conditions add further complexity.

The challenge is no longer simply detecting LTE activity.
0 The real challenge is understanding:

» Which network is active?

» Which infrastructure belongs together?

» Whether parameters are plausible?

» Whether changes indicate operational anomalies?

¢ And how all observations can be reconstructed over time?

Without continuous decoding and structured analysis of the LTE air interface, critical operational context
remains invisible.

The system scans the entire LTE spectrum, decoding cellular identifiers and operational parameters.



LTE > Carrier Table

Ant Ports PCI  Bandwidth  Center EARFCN  MCC MNC TAC Sector  CAEARFCN RSRO SINR
FD |2 339 |10 MHz T830MHz | 9460 | 262 |2 | 42448 | 0B5BD |31 100,1801,2850,6300,3200 893 |95 |48
FD |2 384 | 10 MHz 806.0MHz | 6300 262 |2 | 42448 |O065BD |1 100.1801,2850,9460.3600,3200 801 |94 |21
D |2 437 110 MHz 816.0MHz | 6400 | 262 |1 | 4503 | 23040 |3 1300,3050,6200,6300,500,3749,1444,10020 | -995 |99 |10
FD |2 223 |10 MHz 9549 MHz | 3749 262 |1 | 4503 | 23040 |9 1300,3050,500,6400,1444,10020 855 |89 30
FOD |4 402 | 20 MHz 1615.0MHz 1300 | 262 |1 | 4503 | 23040 |0 3050,500,3749,6400,1444,10020 916 |79 125
FOD |4 256 | 10 MHz 18294 MHz [1444 262 |1 | 4503 | 23040 |6 1300.3050,500,3749,6400,10020 41 185 |21
D |2 384 | 20 MHz 1865.1MHz 1801 | 262 |2 | 42448 |0BHBD |8 100,2850.6300,9460,3600,3200 873 |78 |37
FD |2 182 | 20 MHz 2160.0 MHz | 500 262 [1 | 4503 | 23040 |15 1300.3050,3749 6400144410020 -088 |72 133
FOD |4 402 | 20 MHz 1815.0MHz 1300 | 262 |1 | 4503 | 23040 3050,500,3749,6400,1444,10020 B45 181 |00
FOD |4 256 |10 MHz 18294 MHz [144 262 (1 | 4503 | 23040 |6 1300,3050,500,3749,6400,10020 969 |90 |23

The LTE report logs the identifiers, parameters, frequency parameters, and reference signals including power and
quality metrics.

LTE INFO LOG

Our LTE Info Log captures the
DL EARFCN: 1801 (1865.1 MHz) )
UL EARFCN: 19801 (1770.1 MHz) downlink (1865.1 MHz) channels
Synchronization: in FDD (or TDD) mode
Mode: FDD "
o — from 1.4 MHz up to 20 MHz bandwidth
Ant. Ports: 2 automatically decoding key network parameters
Master Information Block: PCl 123, Antenna Ports 2
Si;d\:mth: 20 Mz and the Master Information Block.
MCC/MNC: 123/2 0 It extracts SIB 1 details
TAC: 12345 MCC/MNC (123/2)
CID: 12ABC34
eNB: 12ABC TAC (12345)
Sector: 8 eNB (12ABC)
et BERH CID (12ABC34)
SIB 5 (LTE Carriers):
EARFCN 100 (2120.0 MHz) MBW = 20 MHz sector (8)
EARFCN 2850 (2630.0 MHz) MBW = 20 MHz Band (3)
EARFCN 6300 (806.0 MHz) MBW = 10 MHz Th . " | it
EARFCN 9460 (783.0 MHz) MBW = 10 MHz € system continuously monitors
EARFCN 3600 (940.0 MHz) MBW = 5 MHz a rich portfolio of carriers.
EARFCN 3200 (2665.0 MHz) MBW = 10 MHz

From LTE signals to operational understanding

Decodio RED transforms LTE air interface activity into structured operational insight.

By continuously decoding LTE downlink transmissions, the system enables operators to identify
network structures, monitor infrastructure behaviour, and document radio environments

with technical

precision.

Instead of observing isolated signals, users gain the ability to understand relationships, detect
irregularities, and reconstruct events over time, providing a scalable foundation for tactical
assessment, regulatory verification, and forensic documentation.



USER PERSPECTIVE/KEY QUESTION

ANALYTICAL CONCLUSION/POTENTIAL INSIGHT

Security & Intelligence Services
“How can unauthorized or deceptive
LTE base stations be detected within an
area of interest?”

Continuous decoding of eNB, PCl, and EARFCN by
Decodio RED can expose irregular transmitters
indicating unauthorized base stations.

Regulatory Authorities

“Does the observed radio emission
correspond to the parameters
reported by the network provider?”

Frequency, bandwidth, and QoS data (RSRP, RSRQ,
SINR) captured by Decodio RED can help verify whether
declared parameters comply with actual emissions, thus
supporting objective compliance assessment.

Military & Tactical Operators

“Are there indicators of newly deployed
or mobile LTE cells suggesting tactical
communication activity?”

By analyzing EARFCN and duplex-mode behavior,
Decodio RED can identify structural changes
corresponding to tactical LTE activity, thereby enhancing
operational awareness.

Network Operators, Forensic

“How can network events or anomalies
be reconstructed and documented over
time?”
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Time- and geolocation-tagged parameters captured
by Decodio RED can support forensic reconstruction
of LTE activity, enabling long-term cell behavior analysis
and post-event evaluation of irregularities.

TECHNICAL PARAMETERS

Layer 1 (Physical Layer):

Decodio RED decodes parameters such as frequency, PCl, RSRP, RSRQ, SINR, frequencies from 450 MHz, and
automatically adjusts filter bandwidth from 1.4 MHz up to 20 MHz. Mode (TDD/FDD), EARFCN, antenna ports.

Layer 3 (RRC, NAS):

MCC, MNC, TAC, Mode, and Bandwidth. eNB (eNodeB ID) & Sector ID.
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belong to their respective holders.
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